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TO AUDIT OFFICIALS AND OTHERS INTERESTED IN
GOVERNMENT AUDITING STANDARDS

GAQO invites your comments on the accompanying proposed changes to
Government Auditing Standards (GAGAS), commonly known as the "yellow
book." These changes add a field work standard for financial statement audits
to require additional documentation when control risk for computer-related
controls is assessed at maximum. This letter describes the process followed in
revising the standards, discusses the proposed changes, outlines the format of
this exposure draft, and requests comments from interested parties on these
proposed revisions.

To help ensure that the standards continue to meet the needs of the audit
community and the public it serves, the Comptroller General of the United
States appointed the Advisory Council on Government Auditing Standards to
review the standards and recommend necessary changes. The Council includes
experts in financial and performance auditing drawn from all levels of
government, private enterprise, public accounting, and academia. In February
1997, the Advisory Council on Government Auditing Standards endorsed a
revised approach of issuing individual standards issue-by-issue as the Council
reaches consensus on a particular issue, with periodic codification of the
standards. This revised approach was adopted to provide more timely revision
of the standards for emerging audit issues. The approach will continue the
practice of seeking public comment on all draft revisions. The Council will
consider those comments in making recommendations to the Comptroller
General of the United States in finalizing revisions to the standards.

This exposure draft reflects the Council's recommendations to the Comptroller
General regarding a new field work standard for financial statement audits
prescribing additional documentation requirements for (1) the assessment of
control risk at maximum for assertions significantly dependent on computer
applications and (2) the basis for concluding that resulting audit procedures are
designed to effectively achieve audit objectives and appropriately limit audit
risk. The American Institute of Certified Public Accountants (AICPA), in issuing
Statement on Auditing Standards (SAS) No. 78, Consideration of Internal
Control in a Financial Statement Audit: An Amendment to Statement on
Auditing Standards No. 55, requires auditors to document their basis for
conclusions when control risk is assessed below maximum. However, SAS No.
78 does not impose a similar requirement for assessments of control risk at
maximum. This proposed standard will help ensure that auditors conducting



financial statement audits in accordance with Government Auditing Standards
carefully consider controls related to assertions which are significantly
dependent on computer applications and appropriately limit audit risk related to
such assertions.

This exposure draft also presents conforming changes to GAGAS field work
standards for financial statement audits to recognize, where applicable, the
effect of SAS No. 78 on GAGAS for internal control. These changes principally
affect sections 4.21 through 4.33 and consist of updating terminology to
conform with SAS No. 78 and deleting guidance that is addressed in SAS No. 78,
which was issued after the 1994 revision of the yellow book.

In the exposure draft, the proposed changes are indicated by highlighting
proposed language and striking out the proposed deleted language. The
revision will be effective for financial statement audits of periods ending on or
after September 15, 1999.

The exposure draft is being sent to financial management and audit officials at
all levels of government, the public accounting profession, academia,
professional organizations, and public interest groups. Your comments on the
proposed changes are encouraged. To facilitate review of the exposure draft, it
is located on the Internet on GAO's Home Page (www.gao.gov). Additional
copies of these proposed standards can be obtained from the U. S. General
Accounting Office, Room 1100, 700 4th Street, NW, Washington, D.C. 20548, or
by calling (202) 512-6000.

To facilitate analysis of your comments, it would be helpful if you sent them
both in writing and on diskette (in ASCII format). To ensure that your
comments are considered in preparing the final revised standard, please submit
them by September 30, 1998, to:

Government Auditing Standards Comments
Computer-Related Controls
U.S. General Accounting Office
Room 5089 (AIMD)
441 G Street, NW
Washington, DC 20548

If you need additional information, please call Robert W. Gramling, Director,
Corporate Audits and Standards, at (202) 512-9406.

ene L. Dodaro
Assistant Comptroller General



PURPOSE

4.1

FIELD WORK STANDARDS FOR FINANCIAL AUDITS

This chapter prescribes standards of field work for financial audits, which include
financial statement audits and financial related audits.

RELATION TO AICPA STANDARDS

4.2

43

4.4

For financial statement audits, generally accepted government auditing standards
(GAGAS) incorporate the American Institute of Certified Public Accountants' (AICPA)
three generally accepted standards of field work, which are:

a.

The work is to be adequately planned and assistants, if any, are to be properly
supervised.

A sufficient understanding of the internal control straeture is to be obtained to plan
the audit and to determine the nature, timing, and extent of tests to be performed.

Sufficient competent evidential matter is to be obtained through inspection,
observation, inquiries, and confirmations to afford a reasonable basis for an opinion
regarding the financial statements under audit.

The AICPA has issued statements on auditing standards (SAS) that interpret its standards
of field work (including a SAS on compliance auditing).! This chapter incorporates these
SASs and prescribes additional standards on

a.

b.
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audit follow-up (see paragraphs 4.7, 4.10, and 4.11),

noncompliance other than illegal acts (see paragraphs 4.13 and 4.18 through 4.20),
and-
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&%working papers. (See paragraphs 4.35 through 4.38.)

This chapter also presents guidance on three other key aspects of financial statement
audits:

'GAGAS incorporate any new AICPA standards relevant to financial statement audits unless
the General Accounting Office (GAO) excludes them by formal announcement.
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a.  materiality (see paragraphs 4.8 and 4.9),
b. irregularitiesf A and illegal acts (see paragraphs 4.14 through 4.17), and
c.  internal controls. (See paragraphs 42—1—% through 4.33.)

4.5  This chapter concludes by explaining which standards auditors should follow in
performing financial related audits.

INTERNAL CONTROLS

4.21 AICPA standards and GAGAS require the following:

Auditors should obtain a sufficient understanding of internal controls to plan
the audit and determine the nature, timing, and extent of tests to be performed.
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4.26

4.27

4.28

7 7, 38 i 1 At iinternal controls over safeguarding of assets
(-safegu&ﬂdmg—eeﬂﬂe}sa—constltute a process effected by an entity's governing body,
management, and other personnel, designed to provide reasonable assurance regarding
prevention or timely detection of unauthorized acquisition, use, or disposition of the
entity's assets that could have a material effect on the financial statements.

N mafeguarding eon&ro-}sm relate to the prevention or timely

detection of unauthorized transactions and unauthorized access to assets that could result
in losses that are material to the financial statements, for example, when unauthorized
expenditures or investments are made, unauthorized liabilities are incurred, inventory is
stolen, or assets are converted to personal use. Such controls-are %designed to help
ensure that use of and access to assets are in accordance with management's authorization.
Authorization includes approval of transactions in accordance with policies and procedures
established by management to safeguard assets, such as establishing and complying with
requirements for extending and monitoring credit or making investment decisions, and
related documentation. W%afeguardmg eontrets-are BN /i not designed
to protect against loss of assets arising from inefficiency or from management's operating
decisions, such as incurring expenditures for equipment or material that proves to be
unnecessary or unsatisfactory.

AICPA standards and GAGAS require auditors to obtain a sufficient understanding of
internal controls to plan the audit. They also require auditors to plan the audit to provide
reasonable assurance of detecting material tﬁegu}&rmes% including material
misappropriation of assets. Because preventing or detecting material misappropriations is

an objective of Wsafeguammg eeﬂ&elsm, understanding fheseW%

controls can be essential to planning the audit.

Y] safepuarding M—W not limited to preventing or detecting

misappropriations, however. :Fheyﬁ also helpg prevent or detect other material losses that
could result from unauthorized acquisition, use, or disposition of assets. Such controls
mcludeﬁ, for example, the process of assessing the risk of unauthorized acquisition, use, or
disposition of assets and establishing eentret-activities to help ensure that management
directives to address the risk are carried out. Such control activities would include
eeﬂ&e}s—te-permit% acquisition, use, or disposition of assets only in accordance with
management's general or specific authorization, including compliance with established
policies and procedures for such acquisition, use, or disposition. They would also include
comparing existing assets with the related records at reasonable intervals and taking
appropriate action with respect to any differences. Finally, controls over the-safeguarding
of assets against unauthorized acquisition, use, or disposition also relateZ to making
available to management information it needs to carry out its responsibilities related to



prevention or timely detection of such unauthorized activities, as well as mechanisms to
enable management to monitor the continued effective operation of such controls.

4.29  Understanding m—mwkguaming eontrotsiff AL can help auditors

assess the risk that financial statements could be materially misstated. For example, an

. . . % % 7
understanding of an auditee's safeguarding ::.a;/;,,;,;/,;zz;;;;; o % can

help auditors recognize risk factors such as

a.  failure to adequately monitor decentralized operations;

b. lack of controls over activities, such as lack of documentation for major
transactions;

c.  lack of controls over computer processing, such as a lack of controls over access to
applications that initiate or control the movement of assets;

d. failure to develop or communicate adequate policies and procedures for security of
data or assets, such as allowing unauthorized personnel to have ready access to data

or assets; and

e. failure to investigate significant unreconciled differences between reconciliations of
a control account and subsidiary records.

Controls Over Compliance With Laws and Regulations
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430 WA a4 i/, iAuditors sheuldf design the audit to provide
reasonable assurance that the financial statements are free of material misstatements
resulting from violations of laws and regulations that have a direct and material effect on




the determination of financial statement amounts. To meet that requirement, auditors
should have an understanding of internal controls relevant to financial statement assertions
affected by those laws and regulations. Auditors should use that understanding to identify
types of potential misstatements, consider factors that affect the risk of material
misstatement, and design substantive tests. For example, the following eontret
environment factors may influence the auditors' assessment of control risk:

a. management's awareness or lack of awareness of applicable laws and regulations,

b.  auditee policy regarding such matters as acceptable operating practices and codes of
conduct, and

c. assignment of responsibility and delegation of authority to deal with such matters as
organizational goals and objectives, operating functions, and regulatory
requirements.
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